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Infrastructure constantly chaning

Green
Google’s 13 data
centers use 0.01%
of global power

SDN/NFV

Software-defined
everything. SD WAN

apps are virtualized

SaaS

On average, companies
have 10+ applications
running via the Cloud

Virtualization Mobile
80% of data center No control of
endpoints (BYOD)
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Security still the
No.1 inhibitor
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Malware is constantly changing

= Hard to catch by classical security engines

» HIPS usually bypassed by 0-day exploit kits

» URL filtering bypassed by using legit websites or random domain
names

» Top 5 AV engines reach ~96% detection rate, repacked malware
passes through

= Both massively deployed (ransomware) or targeted,
specially developed for governments, SCADA & financial
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The attack surface has increased dramatically, everywhere, inside and
out.
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. Internal . External
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WHAT IS THE SE
FABRIC?
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Fortinet Security Fabric — Integrated Security Architecture
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Secure — The Fabric cover all the possible attack vectors such
as Network, Endpoint Access, Web, Email and Cloud

Security SECURED BY
Updates FORTIGUARD.

- »

FW VPN IPS APP AV

Device Access Network Cloud
. WLAN / LAN Distributed ~ Edge Segmentation ~ Data Center  Carrier Class Application py;
Endpoint/loT Rugged Enterprise Branch North-South SDN/NEV Security Private Cloud laaS/SaaS
& |
Q Chassis
%\g; >Terabit ® ’
Appliance =
; &
_ Appliance >300G
Appliance >30G — Virtual Machine = Virtual Machine
>5G | ® C} FLOW SDN/NFV On Demand
o
Appliance
Client Embedded System on a Chip Packet and Content Processor ASIC \C/:Ilr tuzl Hardware Dependent
ou
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Actionable — The Fabric cuts Time to Protect from hours to seconds
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Open — The Fabric allows integration of existing security solutions
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..and we mean open

= Cyber Threat Alliance:
» Fortinet + Palo Alto Networks founded CTA — may 2014
» Defined as Cyber Defense Consortium; goal is to have Automated Threat Intelligence
Sharing Platform
» Now it extended to
= |ntel Security Group, Intel Corporation;
»= Check Point;
= Cisco Security;
= Symantec;
= McAfee
= Telefonica
= Zscaler
= Barracuda

F:RTINET



A Leader in Network Security

Figure 1. Magic Quadrant for Enterprise Network Firewalls
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Figure 1. Magic Quadrant for Unified Threat Management (SMB Multifunction Firewalls)
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PROTECTION
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Time Malware Remains Undetected

1OVdIAI

Random Detection
(average ~200 days,

prior to response)
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How Does it Remain Undetected? Unigue Code.

70-90%

OF MALWARE SAMPLES ARE UNIQUE

TO AN ORGANIZATION
Code Known Probably Mightbe Completely Somewhat Very Known
Continuum Good Good Good Unknown Suspicious Suspicious Bad
Security Whitelists Reputation: Heuristics = Blacklists
Technologies File, IP, App, Reputation: Signatures
Email App File, IP,
Signatures App, Email
Digitally signed Generic
files Signatures

Sources:
Verizon 2016 Data Breach Investigations Report, April 2016
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How Should We Address it? Sandboxing.

Code Known Probably

Continuum Good Good

Security Whitelists Reputation:

Technologies File, IP, App,
Email App
Signatures

Digitally signed
files

Sources:
Verizon 2016 Data Breach Investigations Report, April 2016

70-90%

OF MALWARE SAMPLES ARE UNIQUE

TO AN ORGANIZATION
Mightbe Completely Somewhat
Good Unknown Suspicious

Sandboxing

=l

IS

Very Known
Suspicious Bad

Heuristics = Blacklists
Reputation:  Signatures

File, IP,
App, Email
Generic
Signatures
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Key FortiSandbox Components
“ « Distribute real-time updates

* Feed global systems

« Identify the ultimate aim, call back &
Call Back Detection : exfiltration

» Mitigate w/FortiGuard updates

; « Examine real-time, full lifecycle activity

to get the
' threat to expose itself

:

* Quickly simulate intended activity

- » OS independent and immune to
: evasion/obfuscation

AV Prefilter

» Check community intelligence & file reputation

» Apply top-rated anti-malware engine
/ﬁ\\\

3 E
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Modes of Operation

@
. . Network Share
= Fabric Integration ClEEEe N
g protocol ﬁﬁ?

Support for Non-Fortinet Ecosystem

===

= 34 Party Adapters

= Sniffer ¥

= On-demand

= Network share

» Files submitted directly from FortiGate,
FortiMail, FortiWeb, FortiADC,
FortiProxy, and FortiClient

FortiClient
3" party Endpoint Agent

—

Switch
(Tap enabled)

» Carbon Black/Bit9
» ICAP for SWG

» JSON API FortiProxy <
3'd party ICAP Client

» Extract files from mirrored traffic
to perform inspection

File
» Manual file or URL submission submissions
using management GUI

Files extracted from
mirrored traffic
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That is Fully Automated Anmated FezATInET

Fabric-Ready

Automated Intelligence Sharing and Response B

ziften BLACK

~\
) FortiGuard Labs

” 4 e Security Updates

@ Intelligence Sharing

: \“< :
= | =
adi

FortiSandbox

File Submission/ Real-time Intelligence Updates File Submission/

Result

Result

FortiClient (atp Agent)
3'd party Endpoint Agent
[ json:api |

File Quarantine

FortiGate/FortiMail/FortiWeb/FortiADC/FortiProxy/ICAP Device

' (20) (o)

Quarantine Devices Forensics and Response
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FortiGate / FortiSandbox in Security Fabric

=== FortiGate 1500D Demo-NGFW-PRI

Favorites > Cooperative Security Fabric
@ Dashboard @ SMTP Service - FortiMail
Authentication ==
[ FortiView >
"I" Network 3 Sandbox inspection
Iﬁ' System i FortiSandbox type  REegikEN Gl @0 [El el FortiSandbox Cloud
Administrators Server 10.88.23.8 Test Connectivity
Admin Profiles MNotifier Email
Settings Applied Threat Intelligence
HA
Dynamic Malware Detection version | 2.3816 (signatures: 103)
SNMP
URL Threat Detection version 2.3722 (entries: 90)
Replacement Messages
FortiGuard FortiSandbox statistics (last 7 days)
Cooperative Security & File type Detected
Fabric
Total submitted 50
Advanced

Critical (Malicious) | O
Feature Select

Certificates High Risk 0
I Policy & Objects > Medium Risk 2
& Security Profiles 3 Low Risk 48
T - Clean 0
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Independent Validation of FortiSandbox

o FEERTINET. — -

. Average Time to Detect in Minutes
3
VMs 2+ 8 28 8-56 60 As needed
Sandboxing Depends on 160 560 160-1120 1200 As needed
(Files/hr) hardware
A_V Scanning Depends on 6,000 15,000 15,000 45000 As needed
(files/hr) hardware
Breach Breach . - - o .
NSS-Tasten I-¥ear TCO ) MNS5-Tested 2-Year TCO 3-Year TCO
Product Detection ['J_"_'_TE'_t_Ed EﬂTU__I R Froduct Detection Throushout i Llist Price] . trI-=--=-t P ricel
Ratel Throughput [Lizt Price] [Street Price) R ate! =hp [ ce) [Stras ce)
Fortinet FortiGate 500D v5.4.1 with Fartiret Fortita ndbox-20000 ¢2.1.3with
A% - 99.0% 59,000 Mbps 52749603 220,093
FortiSandbox Cloud Service 33.4% 1,000 Mbps #22,300 #17,960 FortiCliert v5.41 0240 P ?
Falze Crive-by Social HTTF SMTP Offline S Stability & Fake Drive-bey Zocial HTTF SMITR Offline Evasions Stability &
Positives | Exploits Exploits Malware Malware Infections Reliability Fos itives Exploits Exploits Malware Mahware Infections R eligbility
0.66% 100.0% 100.0% 99.6% 100.0% 76.9% 100.0% PA&SS 2.63% 100.0% 100.0% 92 5% 99.1% 100.0% 100.0% PASS
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SECURITY FABRIC | NETWORKING

UNIFIED SECURE ACCESS

Shared Services

(n X Configuration
Remote Access S User/Device Identification
via VPN | @:] and Control
. Content Inspection and
?ﬁ{? Protection
= Visibility
((é)) ) Logs & Reports

Wired & Wireless
Local Access

Integrated Connectivity Management with Security
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SECURITY FABRIC | NETWORKING

WIRELESS CONTROLLER

Authentication SECURE ACCESS APPROACH

Captive Portal, 802.1x—Radius /shared key
Assign users and devices to their role
Examine wireless traffic to remove threats
|dentify applications and destinations

Apply policy to users and applications
Ensures Business traffic has priority

Role Derivation

UTM & Rogﬁe Threat Detection

N
Visibility at L7+

R

Policy Enforcement

NOoO AW PRE

- Reports on policy violations, application
User/Application Rate usage, destinations and PCI DSS

w
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SECURITY FABRIC | NETWORKING

SWITCH CONTROLLER

INTEGRATED

connected, plus contextual info
on topology map and Device
Inventory

1
1
|
1
SWITCH = o
1
| @ Dashboard > | @ View &£ Refresh
MANAGEMENT | e
: | FortiView > = FG3HOE3917900712
1
! “ Network » 3 FLINK-AGG
| £ System >
| & Policy & Objects > £ 5424DN3X16000313
| & Security Profiles >
-
| & User & Device > — © port23
Pl PoE
* | = WIFi&Switch Controller v © port24 i F5108D3W16001162 . ° s 10
. . . E Managed FortiAPs © port18 Connected FAEHEEEEAR @
! SSID © port13
| FortiAP Profiles © port1s £ FS108DIW16001781 PoE
1 2 9 10
! MBS Tt © portld - Connested @@
. . ! Managed FortiSwitch o
= Easily connects switches to ! NI
! ortiswite s £ S424DN3X16000326 X FS108DIW16001782 PoE |
H H H B FortiSwitch Port Port Description Native VLAN Allowed VLANSs Device Information PoE
FortiGate via FortiLink : oo ' Correci]
: FortiSwitch Security Policies - @ port1 & SALES & qtnFLINK-AGG o : % Powered
H ! [l Log & Report > @ port23 ! | © port2 & SALES qtn.FLINK-AGG ¥ Powered
[ ] 1
Setup StaCkS; Conflgure and : € Monitor N - © port24 £33 F5108 © port3 & SALES & tnFLINK-AGG ¥ Powered
upgrade switches firmware with ! O port1s Conmmentf]— 2™ o ses
1 L A & port5 & SALES & gtnFLINK-AGG % Powered
. 1
© port13 o o & qtnFLINK- 5
F O rtl O S : porté SALES qtn FLINK-AGG Powered
1 0 port16 (V] port7 A SALES & qtn.FLINK-AGG % Powered
. . H © ports & SALES & qtnFLINK-AGG ¥ Powered
u Port Ievel VlSlblIlty _— What |S : © port14 ports % $424DN3X16000326 qtn FLINK-AGG
| port10 % 5424DN3X16000313 atn FLINK-AGG
1
1
1
1
1
1
1
1
1
1
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FORTICLIENT
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Fortinet’s FortiClient Endpoint Protection Platform

A2 & oS iy
Antivirus Web Filter

Application @ Vulnerability
Firewall Scanning

= 2-Factor

&® Authentication «@> Remote VPN

T WAN Part of Fortinet’s |
Optimization ATP System (Sandbox Integration)

v Top rated protection

v/ Easy deployment
v Low TCO
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FortiClient Integration

* Hold For or Act Upon Result i e R e ]

File Heip

. . | = ortiClien FEATINET.
- Dynamic, Local Threat Intelligence [l —

B Admnsirator

’:‘"“"" e e N 4y Realtime Protection Enabled

' File-based malware scanning
' Extended scanning using FortiSandbox
Wweb Flller «” Block malicious websites .
’ @ S St w” Block known attack communication channels
. !
’ @ ’ @ Application Firewall (» status ‘

- Databsse s

Extended scanning using FortiSandbox

FortiSandbox IP address: 10.1.2.92

[¥] Wait for FortiSandbox results before allowing file access
Timeout. 10 Seconds

[T Deny Access to file if sandbox is unreachable

[¥] Identify malware & exploits using signatures received from
FortiSandbox
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SECURITY FABRIC | OPERATION

VISIBILITY

TOPOLOGY

MAPS

B .
= FortiGate

0~ @' >_ L. admin~

@ Dashboard o No Access Device | Device Traffic™ | @ now~  [-SErAenyni e lEheed & | Ly
¥X Security Fabric Device Traffic _ NSUNS 00:0c:01:ec:00:12
ve :
Physical Topology Device Count
Logical Topology Device Type §® Quarantine
Security Rating Vulnerability 00:0c:01:ec:00:13 ¢
Automation Threat Score [ ] Comprnmisad
. 10C Score #" Quarantine
Settings
No Devices
Cloud & SDN Connectors 00:0c:01:ec:00:14
S
e FortiView > . . P Compromised
- e e e 2 Qo
£ System N Cloud ~ | \ \\ 2 00:0c:01:ec:00:15 ¢
& Policy & Objects > \ AN 6°
. i{"‘ - [ ] 10.200.1.5
& Security Profiles > ﬁf\ q: & (]
S VPN > i\
I\
& User & Device > ""‘-, m@ S Device @ 00:0c:01:ec:00:05
. . . . . i\ o "
= Visualization of Security Fabric  WiFi & switch Controller > \ AN MAC Address 00:0c01:6c00:05
t f h H I d Il Log & Report > \ o s L Interface @& Guest_Switch (vsw.port5)
components from physical an i > . & cus o

logical connectivity perspective
= Mouse-over for endpoint contextual

Topology & Enterprise_Core
_iu Enterprise_Second Floor
@ 00:0c:01:ec:00:05

Sessions 23
detaI|S Bytes (Sent/Received) 43.30kB L
Bandwidth 45kbps I
= Remote |Ogin to downstream Packets (Sent/Received) 222 B —

Security Fabric: fabric

. > oaTTT
i @ e
00:0c:aa:21:00:06

O oo

FortiGates
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SECURITY FABRIC | OPERATION

VISIBILITY

FORTIVIEW

= Powerful on-demand query tool that
provides contextual results with drill
down capabilities

= Presents in various viewers

= Uses real-time or historical data
from FortiAnalyzer or FortiCloud

= Aggregated data from downstream
FortiGates within the Security
Fabric

rA .
L4 admin~

L @ o

Favorites

& | © AddFilter | | BB~ Onow- B~ & Lo
@ Dashboard
v . . Source Source Device Bytes (Sent/Received) + Sessions Bandwidth
X Security Fabric
10.100.88.101 @0 02:09:07:00:03:01 12.16 MB — 2 152 bps |
I'! LT ¥ 10.100.88.102 508 MB 1 64bps |
Traffic From LAN/DMZ 10.100.93.2 95.81KkB | 258 56 kbps |
EE | oo 44648 27 1 kbps
Destinations 10.100.92.8 91.96 kB | 27 3 kbps |
o 10.100.94.3 84.68kB | 3 464 bps |
Applications
o 10.100.92.9 80.12KkB | 10 1kbps |
SO e P 10.200.1.15 72.25 kB | 12 2 kbps |
Web Sites 10.100.92.14 # 00:0c:a2:21:00:0e 71.53kB | 1 1kbps |
Threats 10.100.92.5 # 00:0c:22:21:00:05 71.43kB | 33 45 kbps =
e 10.200.1.17 = 00:0c:01:ec:00:11 69.58 kB | 19 53 kbps M=
I 10.100.88.3 &% 02:09:07:00:02:04 60.67 kB | 2 80 bps |
1
0c:0Lec:f 14
= )c:8a:0a: 2

Is there an abnormality that
needs further investigation?

Acquires proactive
security knowledge

Supports proactive
security management

Identifies network and
threat status

Are my users abusing the
network and how so?

Resolves threats and
networking problems
quickly

Why is a particular group of
users is having trouble using

| the cloud based ERP system?

AsSsSists in network
troubleshooting

Provides insights to
optimizing networks &
productivity

F:RTINET
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SECURITY FABRIC | OPERATION

VISIBILITY

APPLICATION VIEWER

Sort rows to display

Top sessions

@b Dashboard

NX Security Fabric
I'g FortiView Setup query using
Traffic From LAN/DMZ  [ETeEVAS (e RITTY N [T oIS
Sources complete filters
Destinations
Applications
Cloud Applications
Web Sites
Threats
Compromised Hosts

WiFi Clients

Select row for drill
down

port2
port3
port4
ssl.root
toAWS

YYERANENT

Social.Media

Unknown

| e f A

x BB~ Onow- MR -] @
Bytes (Sent/Received) Sessions - Bandwidth =
" 107 MB  mmmm— 8 Examine real-time or
97085kB 49 historical data
37944k M| 1133
| 307.57kB | 49
[TTLL] 28748kB N 37 9 kbps |
[ [ 268.74kB Ml 2 528 bps |
[T LL] 182.48kB 1 19 6 kbps |
[T I 29.89kB | 2 O bps
[LLLL] 18.70kB | Obps
14.90kE | 2 O bps
Unknown 6£.84kB | 13 2 kbps |

,nn.r_l

o)

F:RTINET
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SECURITY FABRIC | OPERATION

AUTOMATION

QUARANTINE
O

FortiGate

@& Dashboard Edit Automation Stitch

¥X Security Fabric
i
Name Auto-Quarantine-10C-users

Status [+ ELER © Disabled

FortiGate | [ All FortiGates

Physical Topology
Logical Topology
Security Rating
Automation
Settings Trigger
Fabric Connectors
s FortiView A o - .
<+ Network = .EI.

>

£ System

Compromised Security Rating Configuration Reboot License Expiry  HAFailover AV &IPSDB Event Log
B Policy & Objects Host Summary Change Update

& Security Profiles

Threat level threshold = Medium

L VPN

& User & Device
Action
= WiFi& Switch Controller

Ll Log & Report
Eololclololo0

Email FortiExplorer Access Layer Quarantine IP Ban AWSLambda  Webhook
Notification  Quarantine FortiClient via

= Automatically quarantine
compromised hosts via Stitch

= Option to do so using FortiClient via
EMS or connection via FortiSwitch
and FortiAP

Minimum interval (seconds) O

Cancel
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SECURITY FABRIC | OPERATION

AUTOMATION

NOTIFICATIONS

= |OS Push notification via

FortiExplorer

@& Dashboard

NX Security Fabric
Physical Topology
Logical Topology
Security Rating
Automation
Settings
Fabric Connectors

s FortiView

<+ Network

£ System

B Policy & Objects

& Security Profiles

O VPN

& User & Device

= WiFi& Switch Controller

Ll Log & Report

@ Monitor

Edit Automation Stitch

Name Auto-Quarantine-1OC-users

Status [+ ELER © Disabled

FortiGate | [ All FortiGates

Trigger

Event Log

Event | & Admin login failed

Action

@ Loginto FortiCare on our iOS App to receive notifications.

Email FortiExplorer AWSLambda  Webhook
Notification

Minimum interval (seconds) | O

Select Entries
[@
& 802.1x authentication fai
& 802.1x authentication succeeded

& Action performed
& Admin disconnected
& Admin login disabled

Infection detected on host

Kevin's Galaxy-S8 (10.1.13.13) by FortiAnalyzer
10C Service

N ASNE . A

Host quarantined due to infection
JOHN95-DELL (10.1.13.13) by FortiAnalyzer IOC
Service

X 2

Dropbox OneDrive Mail

B-E

Messages Music FortiToken FortiExplorer
N = AL

& Attribute configured by maintainer
& Authentication failed

Close
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SECURITY FABRIC | POLICY & CONTROL

COMPLIANCE & SECURITY RATING

SECURITY RATING
AUDIT

<05

V—
V_
Vv —
v

@ Dashboard > Security Rating

%% Security Fabric © .
- v € ViewResults > @) Easy Apply [ All FortiGates ~ | IEETGEY Al Results €3 || & Print

Physical Topology
security Rating: 15th Percentile Security Rating Score: -271.1 Ran: 22 hours 29 minutes 46 seconds ago
Rated Against All Regions and All Industries in SMB (1 - 256 endpoints)

Security Rating % -

Automation
€D Passed Medium @ High @D Critical

Logical Topology

Settings
Show Topology
Cloud & SDN Connectors

s FortiView Issue FortiGate Result Recommendation

4+ Network Endpoint Management @

& System Fabric Security Hardening 4 @D

Palicy & Object:
&, Policy Jects [+] Firmware & Subscriptions 1

& Security Profiles
[Z] Network Design & Policies 2 @
O VPN —
. Detect Botnet Connections ‘m Enterprise_First_Floor Block outgoing connections to botnet sites on the following interfaces:
& User & Device . !
Interfaces which are classified as
= WiFi & Switch Controller YWAN" should block or monitor

outgoing connections to botnet sites.
Easy Appl
L Log & Report _ pply

& Monitor {m Enterprise_Second_Floor Block outgoing connections to botnet sites on the following interfaces:

= Fabric-wide audit against
» Endpoint agent installation
» Configuration hardening
» Subscription status
» Network Design & Policies
» ATP implementation

= Provides recommendation or one-
click fixes

Easy Apply

LAN Segment Servers Move the following servers behind an interface with the role set to "DMZ":

Servers should be placed behind o 02:0
interfaces classified as "DMZ".

Third Party Router & NAT Replace the following devices with a FortiGate:
Devices 0 02:09:0£:00:03:01

Easy Apply >

==RTINET.



SECURITY FABRIC | POLICY & CONTROL

COMPLIANCE & SECURITY RATING

SECURITY RATING

T EE s0MY

i ' i
v Security Fabric 4.0MH

I FortiView

< Network

3.0My

2.0My

£ System > | | | 1.0Myps| -
B Policy & Objects > ol o KL A
a SECUFT'EV Profiles 5 11:00 11:10 11:20 11:30 11:40 10:50 11:00 11:10 11:20 11:30 11:40
S VveN > = inbound 21.06 kbps W Security Rating :
& User & Device > -
. . System Information ! | |Licenses (Il 173.243.138.66) H
= WIFi & Switch Controller >
Ll Log & Report 5 Hostname FTNT-SG-ISFW @ FortiCare Support
@& Monitor > Serial Number FG100D3G12808281 &IPS
. Firmware v6.0.0 build0108 (interim) @ AntiVirus
= Benchmark against peers
g p Mode RanBa g =ed) & Web Filtering
H H H 1 1 System Time  2018/04/29 20:49:21
» Rank against similar organizations ; © securityRating 93 y
i i i e oaieEs FortiClient ~ 2/10 FortiToke 0/2 Percentile
ortiClien ortiloken
in term of size and industry by WAN = sa18s90% s |

percentile

{1 - g B 1 )
FortiCloud ! | Security Fabric: FTNT-5G2 H SMB (1 - 256 endpoints}

» Reqmres FortiGuard Security o © Activated OB 2 All Regions - All Industries
Ratlng SUbSC”ptlon Account rawbean.sg@gmail.com | 5%
ﬂ FTNT-SG-ISFW
Type © Free =) FP321C3X15001076 s0%
Storage Used 0B B $124DP3X16004667
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SECURITY FABRIC | POLICY & CONTROL

COMPLIANCE & SECURITY RATING

ENDPOINT
COMPLIANCE

7% FortiGate 100D FTNT-SG-ISFW . I1 @ L2 (§ admin-

TH
& Dashboard Edit FortiClient Compliance Profile default v| © m =
Sk Security Fabric Telemetry Data

b FortiView Non-compliance action = Block

b Network

£} System o Endpoints must send telemetry data to FortiGate for Security Fabric.
Unregistered endpoints will be issued awarning.
B Policy & Objects

@& Security Profiles

Specify Compliance Criteria
AntiVirus

Endpoint Complianceon  EMS
Web Filter P P  FortiGate |

DNS Filter

@ Endpoint Vulnerability Scan on Client
Application Control
Vulnerability level € High

Intrusion Prevention
. Non-complianceaction = Block
FortiClient Compliance ir

SSL/SSH Inspection @ System Compliance

RO 2 Minimum FortiClient version (B

Upload Logs to FortiAnalyzer @D ¥ Traffic +! Vulnerability ¥/ Event

= Different profiles can be setup
accordingly such as Location
(Source IPs), User groups and/or
Device types etc

= Compliance criteria includes
Vulnerability scan status, Windows
application/process presence and
FortiClient configurations

= Warn or block clients if not
compliant

Web Profile Overrides

Custom Signatures Check Running Applications (b

O VPN Non-compliance action Block
& User & Device

= WIFi & Switch Controller @ Security Posture Check

Il Log & Report Realtime Protection @ )

& Monitor Third party AntiVirus on Windows €@ B
Web Filter (@ ]
Application Firewall @
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SECURITY FABRIC | POLICY & CONTROL

COMPLIANCE & SECURITY RATING

B < B endpoint security Warn X 4+ v - ] *

I O 192.168.175.1:20 g e L e -

FZERTINET

Powered by FortiGuard

Endpoint Compliance Warning

This is a warning that your device is NOT Compliant with minimum endpoint protection requirements
% recommendead by FortiGate FG100D3G12808281 (192.168.175.1).

@ FortiClient —

Help ompliance failure due to:

Vulnerabilities

¢ Client has Vulnerabilities that makes it non-cempliant.
fl \ °

emedial Steps (Recommended)
il » Open FortiClient console. In Compliance section, click on Fix Non-campliant Settings. [N
D e ot ath mont et 1990 (5 * To resolve manual vulnerabilities:
v I 1. Open Vwinerability Scan in FortiClient Console.
(FEXETS (ARG B T 2. Resolve Each vulnerability with level(s) high or critical by patching, upgrading and/or uninstalling the corresponding component(s).

lease contact your system administrator if you need additional help.

VULNERABILITY SCAN
ick "I Understand” to continue to https://www.msn.com

@ Vulnerabilities Detected

Total Vulnerabilities: 6 | Understand

1 12 13

CRITICAL HIGH MEDIUM

F:RTINET

38



Visibility

Access Device Device Traffic - m Sminutes 1hour 24 hours £

Fortiview Physical Topology W

v — | Link Usage €% Sort By: | Bytes (Sent/Received) ~

! SR - = 60% @ FortiAnalyzer
Security Fabric Audit i S0 - F0%
IPsec Monitor +r - 90% E FortiSand

1Pw4 Policy
Fortiview Sources
&% Dashboard

_____ HA Active-Passive o - o HAActive-Passive
. Fortiview > . H H
.-'-'p : : -' w2 : -"'p
3 Metwork » -&6 = ™ - )2 =)
L+ System » NGFW-PRI . ISEW-PRI . ISFW-Sales
I, Policy & Objects > -._.q
& Security Profiles > = =
o ven NGFW-BKP ISFW-BKP
>
a User & Device >
=" WIFi & Switch Controller >
il Log & Report »
& Monitor > .
Ty
-2
FortiGate-15P FortiGate-Azure
1~
T L
| - ) S
| FortiGate-AWS
|
| 5
. Ty
- ()2
VPN-Branch

lvan Séavniéar Qubit Conference 2017 | 39
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More visibility

= = FortiGate 100D Main_Office

2 1 = ;
v (79 -
Interim L_\ U e admin

¢ Favorites S ‘ Z ||Q Search NoAccess Device ~ Device Traffic @ now~ £ |I=
Dashboard w
Link Usage € Sort By: | Bytes (Sent/Received) ¥
W< 60% @ .
FortiView Logical Topology 7+ | 60% - 90% O iAnalyzer
- - | > 90% - ;
\F/oTtNxe;Yl 'Endpomt * = Bob Smith dbox Cloud
ulnerability ‘ - 10.1.1.6
IPv4 Policy - d I
o * | Bob-laptop Device &8 Bob-laptop
Security Fabric 144.18 kB Status (=] Registered
2 MAC Add f4:8e:38:ee:0a:7
Security Fabric Audit = PR
FortiGate Main_First_Floor
FortiClient Monitor w .
Interface @ Engineer_team (port16)
Firmware w 0S Windows / 10
@ Dashboard w Sessions 5
|44 FortiView > Bytes (Sent/Received) 144.18kB I
Q*. Network > ‘ Bandwidth 24 kbps i}
£ System 5 ‘ Packets (Sent/Received) 1.15kB ===
& Policy & Objects 5 Dropped Bytes 0B
‘ -] Social IDs ' bobsmith@example.com
@ Security Profiles > linux-2 B bobsmith@example.com
VPN > | i
|
& User & Device >
2 WiFi & Switch Controller > ‘
[l Log & Report >
% Monitor >
|
Q |

F:RTINET



Asset tagging

FortiGate 100D Main_Office

¥r Favorites

Dashboard

FortiView Logical Topology

FortiView Endpoint
Vulnerability

IPv4 Policy
Interfaces

Security Fabric
Security Fabric Audit
FortiClient Monitor

vig | Qcritical

wr

FortiView Physical Topology W

Link Usage @
W< 60%

60% - 90%
> 90%

r"

Interim ﬂ' @'

x No Access Device  Vulnerability~ @ now~ &% ‘;-r

@ FortiAnalyzer

Don Brown

10.1.1.2
Device 28 CFO-laptop
Status [ Registered
Vulnerabilities (32 X35 Raay 3
MAC Address 08:00:27:cc:d0:28

S " FortiGate Main_First_Floor
Interface @ Engineer_team (port16)

@ Dashboard & == Asset Tags ® Critical
| FortiView > CEO-laptop pres— -
b Network x 50 Bytes (Sent/Received) 24.57kB N
L System > Bandwidth 656bps
& Policy & Objects > Packets (Sent/Received) 174B —
@& Security Profiles > Dropped Bytes oB
O VPN N Social IDs
& User & Device > w dbrown@example.com
% WiFi &Switch Controller > i e kil
[shl Log & Report >

® Monitor >

Q
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41



Easy apply

FortiGate 100D Main_Office

vr Favorites v | Security Fabric Audit
Dashboard X
FortiView Physical Topology 7+ Unauthorized FortiSwitches
FortiView L ogi cal Topolo gy gl;::;;dovered FortiSwitches should be authorized or @ )
FortiView Endpoint 2
Vulnerability 2 Security Best Practices
IPv4 Policy Detect Botnet Connections Main_Office Block outgoing connections to botnet sites on the
4 Interfaces which are classified as "WAN" should block or following interfaces:
Iitekfaces - monitor outgoing connections to botnet sites. © m [E wanl
Security Fabric - ' v M} ) ==
Security Fabric Audit w Main_First_Floor Block outgoing connections to botnet sites on the
following interfaces:
FortiClient Monitor © 8
(¥ wan2
Firmware | | !
@ Dashboard Main_Second_Floor Block outgoing connections to botnet sites on the
m following interfaces:
|44 FortiView > @ @ wan2
« Network > |
£ System N Unsecure Protocol - HTTP 10
Interfaces which are classified as "WAN" should not allow
5 Policy & Objects > HTTP administrative access.
& Security Profiles > @
LJ VPN >
© J
& User & Device >
% WiFi & Switch Controller > | | Unsecure Protocol - Telnet
Interfaces which are classified as "WAN" should not allow @
[shl Log & Report > Telnet administrative access.
» Monitor > Admin Password Policy o
A password policy should be set up for system
administrators.
Q < Back M Apply Recommendations Cancel
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AWS Acceleration Y
EXPAND 3¢ ra E58

Oracle Dynamic
VMWare Policies

Q, Search DEVAIELAMEINO N AdE & 41 Compromised

SortBy: | Bytes (Sent;
Enterprise_Core Enterprise_FortiMail
Cloud ~ SD-WAN ®
Internet Access (port1)
Q ISFW (port3) = Em
Enterprise_Second_Floor
Upstream (port1)
port5
-]

e 000
ports \ 0009 Oo
CASB
SD-WAN

UEBA

%TB

Enterprise_First_Floor

Upstream (port1)

port3 H-\_

port2

Single Pane

. /

F:RTINET

Link Usage @
— 0-60% 60-90% — 90-100%

Security Fabric: fabric
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Fabric Connectors

Threat Feeds
Dynamic Policy
Automation /
Remediation
IAAS

SSO

ITSM

Endpoint CVE

== FortiGate 100D 100D _Tri Interim build2351~ >_ 1

@ Dashboard > | <4 Create New ¢ Edit  [i] Delete | Search
NX Security Fabric v

vl
cisco

-

3rd Party Threat Feed

Physical Topology

Logical Topology Cisco ACI Con

Security Rating © on

Automation Create New Connectors

Settings

vmware

A

Azure Connector

@ On

Fabric Connectors Threat feeds (4)

& FortiView

NSX Connecto

8 Cloud (4) © On

b Network > Select Vendor

£ System > ol \a‘V_V/S, A G ORACLE
& Policy & Objects > AWS Azure Google Oracle

@ Security Profiles >

O VPN 5 SDN (3)

& User & Device > B Automation (4)

= WiFi & Switch Controller > Select Vendor ¢

Ll Log & Report > G = @ v/ Symantec
& Monitor > AWS Lambda J::::PI FortiClientEMS  Symantec (SEPAPI)

Quarantine Quarantine

IAAS Visibility (4)
SSO/Identity (8)
2 ITSM (4)

Select Vendor

servicenow B bmc E (};‘b

FortiManager

Workflow Webhook

ServiceNow Remedy

RTINET
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MEASURE

Integrated Measurement
Fabric-wide Reporting
Multi-product

Industry, Region & Size
Comparison

How Secure Am |?

F:RTINET

<L

Security Rating

© View Results

Security Fabric Rating Report - v

Maturity
Milestones

Chart Type:[© 59 th

Security Rating:4 59th Percentile ( +0% )
Security Rating Score: 4 291.27 (+0 )

LEVEL 1: LIMITED

LEVEL 1 6 1
Protection against Audit Logging & Monitoring

comman external Centralized Logging & Reporting

threats Percentage of
configurations

completed across Endpoint Management

Maturity Levels 1-5 Endpoint Registration

FortiAnalyzer
52/84
Configurations

Completed - R
ple FortiClient Compliance

FortiClient Protected

FortiClient Vulnerabilities
Fabric Security Hardening

Admin Idle Timeout

Admin Password Policy

Admin Password Security

Failed Login Attempts

NTP

SNMP Pelling

Trusted Hosts

Two Factor Authentication

Unsecure Protocol - HTTP

F irmware and Subscription®

Il Al FortiGates - IEEL7Y Al Results €



APT
|OC
3'd Party

Vulnerability
UEBA

Weakness

< || Q Search

@

=6 -

Cloud ~

Security Fabric: fabric

i @

F:RTINET

2 e

No Access Device  Device Trafficv = @ now~ BENFERe st tlaltcl  &F ‘@

®

(w-

Enterprise_Core

—
—_—

Enterprise_Second_Floor

=
S108DVWA9XDVGG54 \

00000
99Q%

jlauer
10.100.94.100

& jlauer@gmail.com
& 555-123-4567

Device A Jake-PC

Status Registered

Vulnerabilities 06

MAC Address 02:09:0f:00:08:02

Interface [# port2

0os Linux Ubuntu/ 16.04

Topology @ Enterprise_Core

“[m Enterprise_First_Floor

=8 Jake-PC

Sessions 2

Bytes (Sent/Received) 18.28 kB |

Bandwidth O bps

Packets (Sent/Received) 131B |

2]

@
00C0°

41 Compromised Hosts

[=]
[=]
g
&
o
a
Q
o
o
N

Compromised
a" Quarantine

o
5]
g
g
o
=
o)
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o)
w

Compromised
=" Quarantine

o
S
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a
o
£
2
<1
2
iy

Compromised o
=" Quarantine

o
o
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g
o
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o
o
(0]

Compromised o
=" Quarantine

Compromised
=" Quarantine

Compromised
=" Quarantine

Compromised
a" Quarantine

o
e
g
g
o
e
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~0

Compromised
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AUTOMATE G

Remediation
Framework stiches)
Fabric Inputs
Fabric Outputs
IFTTT

Endless

="= FortiGate VM64-KVM Enterprise_Core

-nw
@ Dashboard
NA Security Fabric
Physical Topology
Logical Topology
Security Rating
Automation
Settings
Fabric Connectors
Workshop

I FortiView

+ Network

£+ System

B Policy & Objects

@& Security Profiles

L VPN

& User & Device

= WiFi & Switch Controller
Ll Log & Report

€ Monitor

R

W

v

W

Edit Automation Stitch
Name | stitch1
Status AN ELIN @ Disabled
FortiGate | [l AllFortiGates x
+

Trigger
Compromised Event Log Reboot Conserve High CPU  License Expiry HA Failover

Host Mode
10C level threshold | Medium [[FE
Action

Email FortiExplorer Access Layer Quarantine IP Ban AWSLambda Webhook

MNotification  Quarantine FortiClient via
EMS

Minimum interval (seconds) | o]

br_6-0_security_fabric_workshop build0076 ~ .\Z_\‘ Work

Configuration
Change

Cancel

F
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FortiClient Automatic Quarantine (FOS 6.0.0)

= Based on |IOC lavel (medium/high)
= Automatic FortiClient quarantine via EMS

Favorites > | New Automation Stitch
@ Dashboard >
- Name
|>,,\' Security Fabric v
Status (AN ELVEGR @ Disabled
Physical Topology
FortiGate | [l All FortiGates x
Logical Topology -

Security Rating

Automation v

Settings

Fabric Connectors

|8 FortiView

*# Network Reboot Conserve HighCPU  License Expiry HA Failover Configuration
£ System Mode Change
B Policy & Objects Medium

& Security Profiles
O VPN

& User & Device

v

%= WiFi & Switch Controller
Ll Log & Report

v

QIO

€ Monitor > Email FortiExplorer Access Laye
Notification  Quarantin!

v

Quarantine
FortiClient via
EMS

AWS Lambda  Webhook

Minimum interval (seconds) | 0

==RTINET.




Wireless user quarantine O@

= Quarantine Host option to quarantine devices that are ’0,0
connected in Tunnel-mode

= Host gets an IP address from the quarantine VLAN
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